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Today’s 
Topics

1
Defining AI-ready Data Storage 

Infrastructure

2 Understanding the Context

3 The Role of Data Trust

4 IT Priorities
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Defining AI-ready data storage infrastructure

Hardware, software, and services 

• Prepare, ingest, store, manage, protect, secure, govern, and move data 
to address the requirements of artificial intelligence applications

Service levels to support AI workloads

• Performance and system availability

Data services

• Data quality related attributes, such as trust and provenance

o Post-analysis data disposition 

Source: IDC AI-Ready Data Storage Infrastructure; Definition, Taxonomy, Ontology 

and Future Outlook, IDC #US 53439925, May 2025
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“
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We struggled to identify a single source 
of truth in our data, and inadequate data 
governance was a significant challenge. 
Data fragmentation across different 
fields made collection and curation 
difficult."

UK Telecommunications Company

Infrastructure Architect

Source: IDC AI-Ready Data Storage Infrastructure QualBoard, n=12, July 2025
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IDC QualBoard research

AI-project success factors: 
High-performance NVMe, low latency, 
high throughput, seamless cloud 
integration

AI-project failure factors: 

Inadequate data governance, 
unacceptable latency and insufficient 
IOPS, inadequate metadata indexing, 
and data silos

Key challenges: compliance and data regulation and system 
scaling

Source: IDC AI-Ready Data Storage Infrastructure QualBoard, n=12, July 2025
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“
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Data silos preventing usage, 
inadequate data governance, and 
insufficient data volume were major 
challenges. Additionally, the 
underlying file system lacked 
performance and scalability, 
impacting AI project outcomes."

USA Manufacturing Company

Infrastructure Architect

Source: IDC AI-Ready Data Storage Infrastructure QualBoard, n=12, July 2025
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AI-ready data logistics, ingest to access

Phys. Environ.

• Controller SW

• Block/file

• S3/Object

• Parallel FS

Data Format

• Structured

• Unstructured

• Semi-

structured

• Synthetic

SLAs

• Latency

• Availability

Data Exploration

• Grouping

• Classification

• Indexing

• Tagging

• Masking

• Movement and 

location

• Orchestration

• Data copy 

management

Data Trust

• Provenance

• Intellectual 

Property

• Sovereignty

Data Security

• Encryption

• RBAC/ABAC

• Cyber 

prevention

• Zero Trust

• Authentication

Data Assurance

• Data 

protection 

and 

survival

• Data 

Recovery

• Stateful 

awareness

• Cyber 

Response
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Source: IDC AI-Ready Data Storage Infrastructure; Definition, Taxonomy, Ontology and 

Future Outlook, IDC #US 53439925, May 2025
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AI enabling data infrastructure

Requirements Attributes

Performance Intensive Computing

High-performance file system (HPFS)

IOPS, throughput, latency, network QoS

Performance

Service Levels
Data availability

                                  

High availability/failover

Data Logistics

Data Trust

Data protection, replication and recovery

Data discovery, placement and sovereignty

Meta data enrichment

Data inspection, provenance, classification and governance

Data security, encryption and masking

Zero trust architecture

Data ingest from

external sources

Data creation from internal 

sources
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Source: IDC AI-Ready Data Storage Infrastructure; Definition, Taxonomy, Ontology 

and Future Outlook, IDC #US 53439925, May 2025
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AI-ready data storage infrastructure ontology

Storage Software Data Exploration

Data protection

Workload migration

Orchestration

Data replication

Reporting

Storage Hardware

AI Models/

Data Staging

Cloud

Governance
AI-ready Data 

Storage 

Infrastructure

Data discovery
Data classification
Indexing
Tagging
Masking
Copy Data Mgmt.

Performance tiers

Latency

IOPS

GPU-direct

Agents

Dedicated Cloud

Public Cloud

Hybrid cloud

Provenance

Sovereignty

IP ownership

Security

Zero trust architecture

Access control

Data Trust

LLMs

Vector DB

OpenAI

Copilot

All Flash

Hybrid Flash

Capacity

DataOps

AIOps

ModelOps

Source: IDC AI-Ready Data Storage Infrastructure; Definition, Taxonomy, Ontology and Future Outlook, 

IDC #US 53439925, May 2025
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Compliance and infrastructure limitations are the biggest 
security hurdles for Agentic and GenAI implementation. 

24%

26%

36%

36%

39%

44%

Inadvertent misuse - either from compromised users or carelessness from
trusted employees

Regional data privacy and compliance regulations (GDPR, Data
Sovereignty)

Unauthorized access to sensitive data

Loss of sensitive data

Industry compliance regulations (PCI, HIPAA)

Security limitations of existing data platforms (databases, file systems,
object stores)

Q: Which of the following data security concerns, if any, limit your organization from implementing AI and Agentic AI?

Source: IDC IT Data Management Quick Poll Q1, February 2026 

N=107

https://idc.knowledgehound.co/studies/2600192/
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How aligned are 
the company’s 
business 
objectives and 
goals for GenAI 
with that of 
security?
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Successful AI outcomes require trusted data 

…trusted data requires security, privacy and compliance.

What data do I 

have? 

Establish the right 

classification to 

ensure protection

Where does the 

data reside? 

Establish 

provenance and 

mapping for 

sensitive data

Who (or what) 

has access to 

the data?

Monitor data 

movement and 

control access or 

exposure

Is the data 

appropriately 

protected?

Understand and 

prove the right data 

has the right controls
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Security milestones for AI-ready data

Data 

minimization

AI Data

Curation

Access 

Privileges

Monitoring and 

reporting 

• Reduce 

exposure risks

• Limit 

opportunity for 

exfiltration 

(accidental or 

malicious)

• Bonus: Identify 

what data is 

most useful. 

• Establish 

provenance

• Assist in 

auditability

• Ensure 

sensitive and 

confidential 

data is 

removed or 

anonymized

• Maintain data 

lineage

• Control access 

and exposure to 

data

• Log changes 

and use 

• Ensure privacy 

and compliance

• Gather 

evidence of 

violations

• Monitor 

outcomes and 

make 

adjustments
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IT AI-ready data storage infrastructure priorities

1 Source: IDC AI-Ready Data Storage Infrastructure QualBoard, n=12, July 2025

2 Source: IDC AI-Ready Data Storage Infrastructure WW Survey; Read Out of Findings, n=1029, doc 
#US53856625, October 2025

Hardware modernization – high throughput, low latency storage systems1, 2

Automated data management1

Compliance/Governance1, 2

Cyber resilience2

Data security2

AI model protection2
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Summary Infrastructure Modernization

High throughput, low latency, GPU 
optimization, HPFS

Data Management

High-quality data, single source of truth

Data Trust

Governance, Security, Cyber resilience
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